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Changes from Previous Versions

Changes from Version 1.2

The following sections are new for this version:

Customizing a Wallpaper on page 13
Customizing a Screensaver on page 14
Customizing Replace Rule File on page 17

Customizing Dial-now File on page 19

Major updates have occurred to the following sections:

Customizing Local Contact File on page 15

Updating Firmware on page 20
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Introduction

Introduction

Yealink IP phones are full-featured telephones that can be plugged directly into an IP

network and can be used easily without manual configuration.

This guide shows you how to provision Yealink IP phones with the minimum settings
required. Yealink IP phones support the FTR TFTP HTTP. and HTTPS protocols for file
provisioning and are configured by default to use Trivial File Transfer Protocol (TFTP).

The purpose of this guide is to serve as a basic guidance for auto provisioning Yealink IP
phones, including:

e  Yealink VP530

e  Yealink SIP-T38(G)

e  Yealink SIPT32(G)

e  Yealink SIP-T28(P)

e  Yealink SIP-T26(P)

e  Yealink SIP-T22(P)

e  Yealink SIP-T20(P)

The provisioning process outlined in this document applies to the firmware V70 or higher
version of Yealink IP phones. If your phones are running a firmware version earlier than 70,
please contact your system administrator for help.
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Getting Started

This section shows you how to get ready for the provisioning. The provisioning process

discussed in this guide uses TFTP and a personal computer (PC) as the provisioning

server.

To begin the provisioning process, the following are required:

e  Obtaining Configuration Information

e  Managing Configuration Files

Obtaining Configuration Information

Obtaining Configuration Files

Before beginning provisioning, you need to obtain the configuration files. There are 2

configuration files both of which are CFG formatted. We call these two files Common
CFG file and MAC-Oriented CFG file. The phone will try to download these CFG files

from the server during provisioning.

The MAC-Oriented CFG file is only effectual for the specific phone. It uses the 12-digit

MAC address of the phone as the file name. For example, if the MAC address of the

phone is 0015651130F9, then the MAC-Oriented CFG file name must be

0015651130F9.cfg. However, the Common CFG file is effectual for all the phones with the

same model. It uses a fixed name “y0000000000XX.cfg” as the file name, where "XX"

equals to the hardware version of the phone model, except 0 for T28 which is special.

The names of the Common CFG file for each phone model are:

Phone Model Common Configuration File

VP530 y000000000023.cfg
SIP-T38G y000000000038.cfg
SIP-T32G y000000000032.cfg
SIP-T28(P) y000000000000.cfg
SIP-T26(P) y000000000004.cfg
SIP-T22(P) y000000000005.cfg
SIP-T20(P) y000000000007.cfg

You can ask the distributor or the Yealink FAE for configuration files.
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Obtaining Phone Information

Before beginning the provisioning, you will also need the phone information. Such as,
MAC address and the SIP account of the phone.

MAC Address: The unique 12-digit serial number of the phone. You can obtain it from the

phone’s bar code at the back of the phone.

SIP Account: This may include SIP credentials such as user name, password and the
address of the phone’s registration server. Ask your system administrator for SIP account
information you need. Although SIP accounts may not be required to get the phone

working, we strongly recommend using them.

Managing Configuration Files

Auto provisioning enables Yealink IP phones to update automatically via downloading
the Common CFG file and MAC-Oriented CFG file. Before provisioning you may need to
edit and customize your configuration files.

Editing Common CFG File

Common CFG file contains configuration parameters which apply to all phones of the
same phone model, such as the language displays on the phone LCD screen.

Common.cfg x

1 #lversion:1, 0. 0.1

2

S ##File header “#lversion:l.0.0.1” can not be edited or deleted. ##
4

[ s s s s s s S R s s s s s st G s s s i s gt s
g Metwnorlk ##
T R A R R I A R A R R A R R R R I R R R A R
B

O #Configure the WAN port tvpe; 0-DHCP(default), 1-PFPoF, 2-Static IP Address:

10 #Require reboot;

11 network. internet_port. type =

12

13 #Configure the static IP address, submask, gateway and DNS server for the phone;

14 #Require Eeboot;

15 network. internet_port. ip =

16 network. internet_port. mask =

17 network. internet_port. gateway =

18 network. primary_dns=

19 network. secondary_dns =

20

21 #Configure the username and password for PPPOE connection;

22 #Require reboot;

23 network. pppoe. user =

24 network. pppoe. password =

25

28 #Configure the PC port type;0-Router, 1-Bridze(default):

27 #Require reboot;

28 network. bridge_mode =

The line beginning with “#” is considered to be a comment.

The file header “#lversion:1.0.0.1” is not a comment, it must not be edited or be deleted
and must be placed in the first line.
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The parameters commonly edited in the Common CFG file (T2xP as an example) are

detailed as following:

HHRUHHARYHARYHARBHHRBUHRRBHRRBHHRRBHARBHAARYHARUHAARH
## Common CFG File ##
HHAUHHRRYHARYHHRBUHARBHRRBHRRRHHRRYHBRBHHARBHARUHHAY

#lversion:1.0.0.1

##File header "#lversion:1.0.0.1" cannot be edited or deleted and must be placed in
the first line. ##

#Configure the WAN port type; 0-DHCP(default), 1-PPPoE, 2-Static IP Address
#Require reboot

network.internet_port.type = 0

#Configure the static IP address, submask, gateway and DNS server for the phone
#Require reboot

network.internet_port.ip = 192.168.1.10

network.internet_port.mask = 255.255.255.0

network.internet_port.gateway =192.168.1.1

network.primary_ dns= 202.101.103.55

network.secondary_dns = 202.101.103.54

#Configure the duplex mode and the speed of the WAN port.

#0-Auto negotiate (default), 1-Full duplex 10Mbps, 2-Full duplex 100Mbps, 3-Half
duplex 10Mbps, 4-Half duplex 100Mbps;

network.internet_port.speed_duplex =

#Configure the username and password for PPPOE connection.
#Require reboot

network.pppoe.user =

network.pppoe.password =

#Configure the PC port type; 0-Router, 1-Bridge (default)
#Require reboot

network.bridge_mode = 1

#LAN port as Router settings
#Require reboot

network.pc_port.ip = 10.0.0.1
network.pc_port.mask = 255.255.255.0
network.pc_port.speed_duplex = 0
network.pc_port.dhcp_server = 1

network.dchp.start_ip = 10.0.0.10
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network.dchp.end_ip = 10.0.0.100

#Enable or disable the Plug and Play feature; 0-Disabled, 1-Enabled (default)
auto_provision.pnp_enable = 1

#Configure the domain name of the PNP server.
auto_provision.pnp_domain_name =

#Configure the value (manufacturer of the device) of the PNP subscribe message.
auto_provision.pnp_event_vendor =

#Configure the auto provision mode;
#0-Disabled (default), 1-Power on, 4-Repeatedly, 5-Weekly, 6-Power on + Repeatedly,
7-Power on + Weekly;

auto_provision.mode = 1

#Configure the interval (in minutes) for the phone to check new configuration files. It
ranges from 1 to 43200, the default value is 1440.
#lt is only applicable to "Repeatedly" and "Power on + Repeatedly" modes.

auto_provision.schedule.periodic_minute = 1440

#Configure the start time of the day for the phone to check new configuration files. The
default value is 00:00.

#lt is only applicable to "Weekly" and "Power on + Weekly" modes.

#If the desired start time of the day is seven forty-five a.m., the value format is 07:45.

auto_provision.schedule.time_from = 00:00

#Configure the end time of the day for the phone to check new configuration files. The
default time is 00:00.

#lt is only applicable to "Weekly" and "Power on + Weekly" modes.

#If the desired end time of the day is seven forty-five p.m., the value format is 19:45.

auto_provision.schedule.time_to = 00:00

#Configure the day of week for the phone to check new configuration files. The default
vaule is 0123456.

#0-Sunday, 1-Monday, 2-Tuesday,3-Wednesday,4-Thursday,5-Friday,6-Saturday;

#lt is only applicable to "Weekly" and "Power on + Weekly" modes.

#If the desired week is Monday, Tuesday and Wednesday, the value format is 012.

auto_provision.schedule.dayofweek = 0123456
#Configure the URL of the auto provisioning server.
auto_provision.server.url =

#Configure the username and password for downloading.
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auto_provision.server.username =

auto_provision.server.password =

#Configure the name of the common file.
#T28P: y000000000000.cfg, T26P: y000000000004.cfg, T22P: y000000000005.cfg,
#T20P: y000000000007.cfg-T20P;

auto_provision.common_file_name =

#Enable or disable DHCP option mode; 0-Disabled, 1-Enabled (default);

auto_provision.dhcp_option.enable =

#Configure the value (manufacturer of the device) of DHCP option 60.
auto_provision.dhcp_option.optioné0_value =

#Configure the custom DHCP option number. It ranges from 128 to 254.
auto_provision.dhcp_option.list_user_options =

#Set the AES key used for decrypting the Common CFG file
auto_provision.aes_key 16.com =

#Set the AES key used for decrypting MAC-Oriented CFG file
auto_provision.aes_key 16.mac =

#Set the language used on the Web page

#The available values are: English, Chinese_S, Turkish, Portuguese, Spanish, Italian,

#French, Russian, Deutsch and Czech
lang.wui =
#Set the language used on the phone LCD screen

#The available values are: English (default), Chinese_S, Chinese_T, German, French,
#Turkish, Italiano, Polish, Spanish and Portuguese

lang.gui = English

#Set the web server access type (0-Disabled, 1-HTTP&HTTPS (default), 2-HTTP only,
#3-HTTPS only)

#Require reboot
network.web_server_type = 1

#Set the HTTP port (80 by default)
#Require reboot

network.port.http = 80

#Set the HTTPS port (443 by default)
#Require reboot
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network.port.https = 443

#Set the new password (admin123) for the administrator
security.user_password = admin:admin123

#Set the new password (user123) for the user

security.user_password = user:user123

Editing MAC-Oriented CFG File

MAC-Oriented CFG file contains configuration parameters which are expected to be
updated per phone, such as the registration information.

@  Common.chg / MAC-Oriented.cfg X|

1 #lversion:1.0.0.1

2
3 ##File header “#lversion:1.0.0.17 can not be edited or deleted. ##
4

[l 2 S S g S g S
G i Accountl Settings jizi3
T S A A A R AR AR B B B B R R e e A

g8

2 #fnable or disable the accomntl, 0-Disabled{defanlt), 1-Fnabled;

10 account. 1. enable =

11

12 #Configure the lakel for accountl, which will display on the LCD screen;
13 account. 1. label =

14

15 #Configure the display name of accountl;

16 account. 1. display_name =

17

18 #Configure the username and password for register authentication;

19 account. 1. auth _name =

20 account. 1. password =

21

22 #Configure the register user name;

23 account. 1. user_name =

24

26 #Configure the SIP server address and port (5060 by default);

26 account. 1. sip_server_host
27 account. 1. sip_server_port
28

29 #Enable or disable to use the outbomund proxy server, 0-Disabled(default]), 1-Fnabled;

30 account. 1. outhound_proxy_snable =
1

The parameters commonly edited in the MAC-Oriented CFG file (Take T2xP IP phone as

an example) are detailed as following:

HHBHBHRBEHBHBHRBHBHBHBBEHBHBHBRRBEHBHBHBBERBEHBHBBERBEHEHBH
## MAC-Oriented CFG File ##
HRHAUHBHUBHYRHBRHYRHYRBUERBBERBBRB BRI BRBBHBBH BB HBEBHBERHAHH

#lversion:1.0.0.1

#File header "#lversion:1.0.0.1" cannot be edited or deleted and must be placed in the
first line.##

#Line1 settings

#Enable or disable the account1, 0-Disabled (Default), 1-Enabled
account.1.enable =

#Configure the label displayed on the LCD screen for account1

account.1.label =
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#Configure the display name of account1

account.1.display_name =

#Configure the user name and password for register authentication
account.1.auth_name =

account.1.password =

#Configure the register user name

account.1.user_name =

#Configure the SIP server address and port (5060 by default)
account.1.sip_server_host =

account.1.sip_server_port = 5060
#Line2 settings

#Enable or disable the account2, 0-Disabled (Default), 1-Enabled
account.2.enable =

#Configure the label displayed on the LCD screen for account2
account.2.label =

#Configure the display name of account2
account.2.display_name =

#Configure the user name and password for register authentication
account.2.auth_name =

account.2.password =

#Configure the register user name

account.2.user_name =

#Configure the SIP server address and port (5060 by default)
account.2.sip_server_host =

account.2.sip_server_port = 5060
#Line3 settings (Except SIP-T20P IP phones)

#Enable or disable the account3, 0-Disabled (Default), 1-Enabled
account.3.enable =

#Configure the label displayed on the LCD screen for account3
account.3.label =

#Configure the display name of account3

account.3.display_name =

#Configure the user name and password for register authentication
account.3.auth_name =

account.3.password =

#Configure the register user name
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account.3.user_name =
#Configure the SIP server address and port (5060 by default)
account.3.sip_server_host =

account.3.sip_server_port = 5060
#Line4 settings (For SIP-T28P, SIP-T38G and VP530 IP phones only)

#Enable or disable the account4, 0-Disabled (Default), 1-Enabled
account.4.enable =

#Configure the label displayed on the LCD screen for account4
account.4.label =

#Configure the display name of account4
account.4.display_name =

#Configure the user name and password for register authentication
account.4.auth_name =

account.4.password =

#Configure the register user name

account.4.user_name =

#Configure the SIP server address and port (5060 by default)
account.4.sip_server_host =

account.4.sip_server_port = 5060
#Line5 settings (For SIP-T28P and SIP-T38G IP phones only)

#Enable or disable the account5, 0-Disabled (Default) 1-Enabled
account.5.enable =

# Configure the label displayed on the LCD screen for account5
account.5.label =

#Configure the display name of account5
account.5.display_name =

#Configure the user name and password for register authentication
account.5.auth_name =

account.5.password =

#Configure the register user name

account.5.user_name =

#Configure the SIP server address and port (5060 by default)
account.5.sip_server_host =

account.5.sip_server_port = 5060
#Lineé settings (For SIP- T28P and SIP-T38G IP phones only)

#Enable or disable the accounté, 0-Disabled (Default), 1-Enabled
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account.é.enable =

#Configure the label displayed on the LCD screen for accounté
account.é.label =

#Configure the display name of accounté
account.é.display_name =

#Configure the user name and password for register authentication
account.6.auth_name =

account.é.password =

#Configure the register user name

account.é.user_name =

#Configure the SIP server address and port (5060 by default)
account.é.sip_server_host =

account.é.sip_server_port = 5060

Customizing Resource Files

You can configure the phone features via the parameters in the configuration files. You

can also customize your phone with a personalized ringtone, language or logo.

Customizing a Ringtone

Yealink IP phones have built-in system ringtones and the default ring type is Ring1. You
can change the ring type, or you can customize your personal ringtone and make it take

effect via auto provisioning.

The ringtone file must be PCMU audio format, mono channel, 8K sample rate and 16 bit
resolution.

The ringtone file format must be .wav.

All ringtone files uploaded must be within T00KB.

HHRUHHARYHARYHARBUHARUHRRBHRRRHHARYHARBHAARYHARBHAAY
## Configure the access URL of the customizing ringtone ##
HHRUHHARYHARUHARBUHRBUHRRBHARRHHARBHARBHARRHHARUHAARY
ringtone.url =

#ringtone.delete =http://localhost/all

#Delete all the custom ringtones uploaded through auto provisioning

ringtone.delete =

For example: enter “ftp://192.168.1.100/Ring?.wav” in the “ringtone.url =" field. During
the auto provisioning process, the phone connects to the provisioning server
“192.168.1.100”, and downloads the ringtone file “Ring?.wav”.

1"
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You'd better check that the ringtone file has been uploaded to the root directory of the

server before provisioning.

For more information about customizing a ringtone file, you can refer to Customizing a

Ringtone Using Cool Edit Pro in this guide.

Customizing a LCD Language

You can modify the translation of the languages of the IP phones, but you cannot add
new language to the phone. To modify the existing language, you need to edit the
language file and upload it to the root directory of the provisioning server, then specify

the access URL in the configuration file.

The following figure shows a portion of the language file:

langEnglish txt X

T L T O I I . I .- I

" Add to Blacklist™=" Add to Blacklist™
" Add to Contacts"=" Add to Contacts™
Delete A1L1l7=" DIelece R11™
" Delete This"=" Delete This"
" Delete'"=" Delete"
" Detail"=" Detzil"
" Line:"™=" ldccount:™
Mobile:"=" HMobile:"™
Mowve to Elacklisc™=" HNove to Blacklistc™
" Move to Contacts"=" HMove to Contacts™
" Name:"=" HName:"
" Murmberid:"=" Numberid:"
" MNuxber:"=" MNumber:™
Office:"=" Office:"™
Other:"=" Other:™
" Time:"=" Time:"
" %d. (Empty)™=" %d. (Empty)"™
" oxd. D33 Key %d"=" %d. D33 EKey %d4d"
" %d. Line ID:"=" %d. Account ID:"
" %d. Line%d Number™=" %d. Account%d No."
" Conference to:"=" Conference to:"
" Connecting”=" Connecting™
" HELD"=" Held"
" HOLDM=" Hold™
" Hang Up"=" Hang up'™
" Input Keyword:"™=" Ssarch:™

HUBHAHUHBHUHAHUABUURAUBABUYURBUHBABURHARUHARUHARUHARGHAH
## Configure the access URL of the LCD language file ##
HUBHAHBHBBBHBHBHABBHAAUBBABBHRBHBABBHA LU HARBHARGHARGHS
gui_lang.url =

#gui_lang.delete = =http://localhost/all

#Delete all custom languages downloaded through auto provision

gui_lang.delete =

For example: enter “ftp://192.168.1.100/lang-English.txt” in the “gui_lang.url = “ field.
During the auto provisioning process, the phone connects to the provisioning server
“192.168.1.100”, and downloads the language file “lang-English.txt”.

Available languages may be different between different firmware versions. Ask the

distributor for the language template file.
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Customizing a LCD Logo

Yealink SIP-T2xP IP phones allow you to customize the logo displayed on the phone LCD
screen (The SIP-T20P IP phones only support displaying the text logo). Ask the distributor
for the logo file, or you can customize a .dob logo file. Upload the logo file to the root
directory of the provisioning server and then specify the access URL in the configuration
file:

HHRUHHARYHARUHARBHHRRUHRRBHARRHHARBHARBHARRUHARUHAAY

## Configure the access URL of the Logo File ##
HARBHHRRYHARUHARBUHARUHRRBHRRBHHARBHARBHRARUHARUHARH
#(SIP-T2xP except T20P IP phones)

lcd_logo.url =

#lcd_logo.delete = =http://localhost/all

#Delete all custom logo files

lcd_logo.delete =

For example: enter “ftp://192.168.1.100/logo.dob” in the “Icd_logo.url =" field. During the
auto provisioning process, the phone connects to the provisioning server
“192.168.1.100”, and downloads the logo file “logo.dob”.

The following table lists the logo file format and resolution for each phone model:

Phone Model Logo File Format Resolution
SIPT28P .dob <=236*82 2 gray scale
SIP-T26P .dob <=132*64 2 gray scale
SIP-T22P .dob <=132*64 2 gray scale

Upload the logo file to the root directory of the provisioning server. After provisioning,
the phone boots up, and you will then find that the customized logo displays on the
phone LCD screen.

For more information about customizing a Logo file, refer to Customizing a Logo File

Using PictureExDemo in this guide.

Customizing a Wallpaper

Yealink SIP-T3xG and VP530 IP phones allow you to customize the wallpaper displayed
on the phone LCD screen. Upload the wallpaper image to the root directory of the
provisioning server and then specify the access URL in the configuration file:

HUUHAHUHAAHBHARUHABGHARUYRARUYHARUYRARUHARBHARGHAHRBHAHGH
## Configure the access URL of the wallpaper ##
HAHARHBHBUHUHHHHHAAARRBRGHGHGHHHHAAAAARRRGEHHHHHAAAAAARRRHS
#(SIP-T3xG/VP530 IP phones only)

wallpaper_upload.url =

13
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For example: enter “ftp://192.168.1.100/wallpaper.jpg” in the “wallpaper_upload.url ="
field. During the auto provisioning process, the phone connects to the provisioning
server “192.168.1.100”, and downloads the wallpaper image “wallpaper.jpg”.

The following table lists the wallpaper image format and resolution for each phone

model:
Phone Model Wallpaper Image Resolution
Format
VP530 .jpg/.png/.bmp <=1920*1200
SIPT38G .jpg/.png/.omp <=480*272
SIPT32G .jpg/.png/.bmp <=480%272

Customizing a Screensaver

Yealink SIP-T3xG IP phones allow you to customize the screensaver displayed on the

phone LCD screen. The screensaver will automatically start each time your phone is idle
a certain period of time. You can stop the screensaver at any time by pressing any key.
Upload the screensaver image to the root directory of the provisioning server and then

specify the access URL in the configuration file:
HHRUHHARYHARYHHRBUHRRUHRRBHARRHHARYHARBHARRUHARUHAARY
## Configure the access URL of the screensaver ##
HAHABRHBHBUHUHHHHHAAARRBBGEGHGHHHHAAAAARRRGEHHHHHAAAAAARRRYS
#(SIP-T3xG IP phones only)

screen_saver.pic.url =

For example: enter “ftp://192.168.1.100/screensaver.jpg” in the “screen_saver.pic.url ="
field. During the auto provisioning process, the phone connects to the provisioning
server “192.168.1.100”, and downloads the screensaver image “screensaver.jpg”.

The following table lists the screensaver image format and resolution for each phone

model:
Screensaver Image )
Phone Model Resolution
Format
SIPT38G .jpg/.png/.omp <=480%272
SIPT32G .jpg/.png/.omp <=480%272
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Customizing Local Contact File

Yealink IP phones allow you to batch upload contact data by auto provisioning. You can

create multiple contacts using the supplied template local contact file.

When editing the template local contact file, remember the following:

<contactData> indicates the start of a contact file and </contactData> indicates
the end of a contact file (Applicable to SIP-T2xP/T3xG IP phones).

Add groups between <groupinfo> and </groupinfo> (applicable to SIP-T2xP/T3xG
IP phones).

Add groups between <root_group> and </ root_group> (Applicable to VP530 IP
phones).

Add local contacts between <group> and </group> (Applicable to SIP-T2xP/T3xG
IP phones).

Add local contacts between <root_contact> and </ root_contact> (Applicable to
VP530 IP phones).

Add contacts to the blacklist between <blacklist> and </blacklist> (Applicable to
SIP-T2xP/T3xG IP phones).

When specifying the desired line for the contact, the valid values are 0 and line ID,
0 stands for Auto.

When specifying a ring tone for the contact or the group, the valid values are Auto,
Resource:RingN.wav (for the default system ring tone) and Custom:Name.wav (For
the customized ring tone).

To customize a local contact file:

Open the template file using an ASCII editor.

For each contact that you wish to add, add the following string to the file, each

starting on a separate line:

<contact sDisplayName="" sOfficeNumber=""' sMobilNumber="" sOtherNumber=""
sLine="" sRing="" group=""/> #(For T2xP IP phones)

<contact sDisplayName=""' sOfficeNumber="" sMobilNumber="" sOtherNumber=""
photoSelect=""/>  #(For T3xG IP

nn

sLine=""sRing="" group="" photoDefault=
phones)

<contact display_name="' office_number="" mobile_number="" other_number=
line=""ring="" group_id_name=""' default_photo="" selected_photo=""/>  #(For
VP530 IP phones, entering “blacklist” in the “group_id_name ="""field to add the

contacts to blacklist)

Where:

"

sDisplayName=""/display_name="" specifies the name of the contact (This value
cannot be blank or duplicated).

2

OfficeNumber=""/office_number="" specifies the office number of the contact.

15

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Yealink Auto provisioning User Guide

nn

sMobilNumber=""/mobile_number="" specifies the mobile number of the contact.

nn

sOtherNumber=""/other_number="" specifies the other number of the contact.

2 nn

sLine=""/line="" specifies the line you want to add this contact to.

"n

sRing=""/ring="" specifies the ring tone for this contact.

2

group=""/group_id_name="" specifies the existing group you want to add the
contact to.

"n

photoDefault=""/default_photo="" specifies the customized photo for the contact.

The value format is “Config:name.png”.

nn "

photoSelect=""/selected_photo="" specifies the system photo for the contact.

3. For each group that you want to add, add the following string to the file, each

starting on a separate line:

/> #(For T2xP IP phones)
"> #(For T3xG IP phones)
" ring=""/> #(For VP530 IP phones)

nn nn

<group name=""ring=
<group name="" Ring=

<group display name=

Where:

nn

group name=""/group display name=

2

specifies the name of the group.
ring=""/Ring="" specifies the desired ring tone for this group.

4. For each contact that you want to add to the blacklist, add the following string to

the file, each starting on a separate line:

<contact sDisplayName="" sOfficeNumber=""' sMobilNumber="" sOtherNumber=""
sLine=""/> #(For T2xP/T3xG IP phones)

5. Specify the values within double quotes.
6. Save the change.

After editing the template local contact file, upload the file to the root directory of the

provisioning server and then specify the access URL in the configuration file.
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The following shows an example of the contactData.xml file used for SIP-T2xP and
SIPT3xG IP phones:

<contactData>
<group>
<contact sDisplayName="Mary" sOfficeNumber="123" sMobilNumber="456"

sOtherNumber="2201" sLine="0" sRing="Auto" group="Family"
photoDefault="Config: family.png” photoSelect="0"/>

<contact sDisplayName="Damy" sOfficeNumber="124" sMobilNumber="789"

—_nn

sOtherNumber="2202" sLine="1" sRing="Resource:Ring2.wav" group=

photoDefault="" photoSelect="3"/>

<contact sDisplayName="Jack" sOfficeNumber="125" sMobilNumber="234"
sOtherNumber="2203" sLine="2" sRing="Custom:lin.wav" group="Family"

photoDefault="" photoSelect="2"/>
</group>
<blacklist>
<contact sDisplayName="Ada" sOfficeNumber="8800" sMobilNumber="1234"
sOtherNumber="0000" sLine="0"/>
</blacklist>

</contactData>

HHRUHHARUHARYHARBUHRBUHRRBHARBHHARUHARBHAARYHARHHARH
## Upload local contact file ##
HARBHHRRUHRRUHARBUHRBUHRRBHRRBHHRRBHRRBHRARBRARUHAAH
local_contact.data.url =

For example: enter “ftp://192.168.1.100/ ContactData.xml” in the “local_contact.data.url
=" field. During the auto provisioning process, the phone connects to the provisioning
server “192.168.1.100”, and downloads the contact file “ContactData.xml”.

Yealink IP phones support both the .xml and .csv formats.

Customizing Replace Rule File

You can create replace rules directly in the configuration files, or create multiple replace
rules using the supplied template replace rule file. When the IP phones download the

replace rule file, the existing replace rules on the phone will be overwritten.
When editing the template replace rule file, remember the following:

e  <DialRule> indicates the start of the template file and </DialRule> indicates the
end of the template file (Applicable to SIPT2xP/T3xG IP phones).

17
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e <dialrule> indicates the start of the template file and </dialrule> indicates the
end of the template file (Applicable to VP530 IP phones).

e Create replace rules between <DialRule> (<dialrule>) and </DialRule>

(</dialrule>).

e  When specifying the desired line(s) to apply the replace rule, the valid values are 0
and line IDs. The digit 0 stands for all lines, multiple line IDs are separated by

comma.
e Do not modify the file name.

e  Refer to the phone-specific user guide for the basic expression syntax of the

replace rule.
To customize a replace rule file:

1. Open the template file using an ASCII editor.

2.  For each replace rule you wish to add, add the following string to the file, each
starting on a separate line:

<Data Prefix="" Replace="" LinelD=""/> #(For T2xP/T3xG IP phones)
<data rule="" replace="" lines=""/> #(For VP530 IP phones)
Where:

Prefix=""[rule="" specifies the numbers to be replaced.

nn

Replace=""/replace="" specifies the alternate string.

2

LinelID=""/lines="" specifies the desired line(s) for this rule. When leaving it blank,

this replace rule will apply to all lines.
3. Specify the values within double quotes.
4. Save the change.

The following is an example of a replace rule file used for SIP-T2xP and SIP-T3xG IP
phones:

<DialRule>

<Data Prefix="1" Replace="05928665234" LinelID=""/>

<Data Prefix="2 (xx)" Replace="002$1" LineID="0"/>

</DialRule>

HHRUHHARYHARYHHRRUHARBHRRBHRARHHARYHBRBHHRRBHARBH Y
## Upload replace rule file ##
HHRUHHARYHARYHARBUHARUHARBHARRHHARYHARBHARRUHARUHAARY
dialplan_replace_rule.url =

For example: enter “ftp://192.168.1.100/DialPlan.xml” in the “dialplan_replace_rule.url ="
field. During the auto provisioning process, the phone connects to the provisioning

server “192.168.1.100”, and downloads the replace rule file “DialPlan.xml”.
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Customizing Dial-now File

You can create multiple dial-now rules using the supplied template dial-now file. After

creating the dial-now rules, save the dial-now file to the root directory of the

provisioning server and specify the access URL in the configuration files.

When editing a dial-now file, remember the following:

<DialNow> indicates the start of a template and </DialNow> indicates the end of

a template (applicable to SIP-T2xP/T3xG IP phones).
<dialnow> indicates the start of a template and </dialnow> indicates the end of
a template (applicable to VP530 IP phones).

Create dial-now rules between <DialNow> (<dialnow >) and </DialNow>

(</dialnow>).

When specifying the desired line(s) for the dial-now rule, the valid values are 0 and
line ID. 0 stands for all lines, multiple line IDs are separated by commai.

Do not modify the file name.

Refer to the phone-specific user guide for the basic expression syntax of the

dial-now rule.

To customize a dial-now file:

3
4.

Open the template file using an ASCII editor.

For each dial-now rule you wish to add, add the following string to the file, each

starting on a separate line:

<Data DialNowRule="" LinelD=""/> #(For T2xP/T3xG IP phones)
<data rule="" lines=""/> #(For VP530 IP phones)
Where:

DialNowRule=""/ rule="" specifies the dial-now rule.

LinelD=""/ lines="" specifies the desired line(s) for this rule. When leaving it blank,

this rule will apply to all lines.
Specify the values within double quotes.

Save the change.

The following is an example of a dial-now file used for SIP-T2xP and SIP-T3xG IP phones:

<DialNow>
<Data DialNowRule="1234" LineID="1"/>
<Data DialNowRule="52[0-6]" LineID="1"/>
<Data DialNowRule="xxxxxx" LineID=""/>

</DialNow>

19
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HAHABHBHBUHUHHHHHAAAARBBGHGHGHHHHHAAAAARRRGRGHHHHHAAAAAARBHRY
## Upload dial-now file ##
HHRUHHRRYHRRYHHRRUHARBHRRBHRRRHHRRBHARBHHARBHARUHAAY
dialplan_dialnow.url =

For example: enter “ftp://192.168.1.100/DialNow.xml” in the “dialplan_dialnow.url ="
field. During the auto provisioning process, the phone connects to the provisioning
server “192.168.1.100”, and downloads the dial-now file “DialNow.xml".

Updating Firmware

Yealink IP Phones allow you to update the firmware manually via web user interface, or
batch update the firmware via the auto provisioning. To batch update the phones’
firmware via auto provisioning, ask the distributor for the firmware file, upload it to the
root directory of the provisioning server, and then specify the access URL in the

configuration files.

HHRUHHRRYHARYHARBHHABHHARYHRRBHHRBHHARBHARBHBABHHARA
## Configure the access URL of the firmware file ##
HHARBHHRRUHARBHARBUHABUHRRBHBRBHHARBHARBHRRRUHARUHAAH
firmware.url =

For example: enter “ftp://admin:password@192.168.1.100/2.70.0.35.rom" in the
“firmware.url =" field. During the auto provisioning process, the phone connects to the
provisioning server “192.168.1.100” (“admin” as the authentication user name and

“password” as the authentication password), and downloads the firmware file
“2.70.0.35.rom".

The following table lists the firmware version for each phone mode:

Phone Model Firmware Version
VP530 23.x.x.X.rom
SIP-T38G 38.x.X.X.rom
SIP-T32G 32.X.X.X.rom
SIP-T28(P) 2.x.X.X.rom
SIP-T26(P) 6.x.x.x.rom
SIP-T22(P) 7.X.X.X.rom
SIP-T20(P) 9.X.X.X.rom

20
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Configuring a TFTP Server

Yealink IP Phones support using the FTR TFTR HTTP and HTTPS protocols to download the

configuration files. TFTP server is used by default. You can use any protocol for

provisioning. The following section takes the TFTP server as an example.

We recommend that you can use 3CDaemon or TFTPD32 tool as a TFTP server.

3CDaemo and TFTPD32 are free applications for Windows. You can download the
3CDaemon software at: http://www.oldversion.com/3Com-Daemon.html and TFTPD32 at:
http://tftpd32.jounin.net/.

We provide a simple instruction of configuring a FTP server using 3CDaemon tool in the
Configuring a FTP server section.

Preparing a Root Directory

To prepare a root directory:

1.

2
3.
4

Create a root TFTP directory on the local computer.

Place the configuration files to this root directory.

Set the security permissions for the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write,

and modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names:

m Administrators [(VANS TD80\Administrators)

For special permissions or for advanced settings,
click Advanced.

€7 CREATOR OWNER
m Everyone
ﬁ Hill, James (jshil@my servername.com]
€7 SYSTEM v
< >
[ add. | [ Remove |
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Wiite O
Crmmial Davmminmimmn M

Advanced

[ ok

][ Cancel ][ Apply

J
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Configuring a TFTP Server

If you have a 3CDaemon application installed on your computer, use it directly.
Otherwise, download and install it.

To configure a TFTP server:

1. Double click the 3CDaemon.exe to start the application. A configuration page

shows as below:

EEX

¥ien Help

[Peer | Bytes| Status

TFTF Server Start Tine
Fab 28, 2012 16:08:20 Lacal 0 Listening for TETF requests on IF address: 102.168.133.1, Fort 68

Feb 28, 2012 160820 lecsl 0 Listening for TFTF requests on IF addvess: 192.165.188.1, Fort 69
Feb 28, 2012 160820 lecal 0 Listening for TETE requests on IF addvess: 10.2.11.128, Fort 69

2. Select Configure TFTP Server. Click the button to locate the TFTP root directory

on the computer:

TFTF Server Start Tine [Peer [Bytes|Status [
Teb 24, 2012 0815847 local 0 Listening for IFTE requests on IF address: 192.168.133.1, Porl 69
Feb 24 2012 0B:58:47 local 0 Listening for TFTE requests on IF address: 192 168.186.1, Port 63
Fsb 24 2012 08:58:47 local 0 Listsning for TFTP raquests on IF sddress: 10.2.11.126, Fort 63
3CDacmon Configuration 5]
FIP Profiles | Syslog Configuration |

General Configuration TFTE Configuration

Create dirsctory nmnes in inconing File ra
ALLow overvrite of existing files? I
Upload/Dovrlead [ htaphhnto Frovision taam ]
Per-packet tineout in seconds |5

Maximun retries e

Interfrane transnission —

3.  Click the Confirm button to finish configuring the TFTP server. The server URL
“tftp://IP/” (Here “IP” means the IP address of the provisioning server, for
example, “tftp://192.168.1.100/") is capable of TFTP downloading.

22
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Obtaining the Address of Provisioning Server

Yealink IP phones support to obtain the provisioning server address during bootup

process in the following ways:

When the phone boots up, it will go by the above process to try to obtain the

Zero Touch

Plug and Play (PNP) Server

DHCP Options
Phone Flash

provisioning server address. The priority of obtaining the provisioning server address is

as following: Zero Touch -->PNP server -->DHCP options (Custom option --> option 66

-->option 43) -->Phone Flash.

The following sections detail each process.

Zero Touch

Zero Touch allows you to configure the network and provisioning server address via

phone user interface during bootup. This feature is helpful when there is a system failure

on the phone. To use Zero Touch, you need to make sure that this feature is enabled.
To configure the Zero Touch via web user interface:

1.
2.
3.

Click on Upgrade ->Advanced.

Select Enabled from the pull-down list of Zero Touch.

Set the waiting time (in seconds) in the Wait Time (seconds) filed.

DHCP Active

Custam Option (128 ~ 254) 7]

Custom Option Type 0

DHCP Optior 60 Q

Provisioning Server 0

User Mame e

Password sscssses e

Common AES Key ITTTITTTY e

MAC-Oriented AES Key eevsense Q

Zero Touch Enablad v] @

Wait Tirne(seconds) ] 7]

PHP 2]

Check New Config (2]

Buta Provision MNow Auto provision 0

Import f Export Config l—
Import Expoart

e | e | e

Basic | Advanced

(2]

7 NOTE

Custom Option

Specify the DHCP Option that
you weant to use for
provisioning. Refer to Auto
Pravision Manual for details
ahout provisioning.

AES Key
1t is provided by TSP

Click this button to auto
pravision immediately
Click this button to auto
provision immediately.

Export/Import
ConfigExport the
configuraion files to backup
the settings, and could impart
all the settings after reset.

System Log

There are two methods to
export the system log, Local
o Server,
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4. Click Confirm to accept the change.

When the Zero Touch is enabled, there will be a configure wizard during the bootup:

{ Zero Touch h

Update now? 55

Cancel ]f Status ] OK

Press the OK soft key. Then you can configure the network via phone user interface:

( Network )

f WAN Type: DHCP ap
VLAN Status: Disable a»
802.1x Mode Disable a»

VPN Active: off o |3
Back Next

Press the Next soft key after finishing the network configuration.

Configure the provisioning server address, authentication username (optional) and

password (optional) in the Auto Provision interface.

A sample screenshot is shown as below:

{ Auto Provision )

servervR ||

UserName:

Password:

=

f

[ Back |[ 2aB |[ Delete |[ oK
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Plug and Play (PNP) Server

Yealink IP phones support obtaining the provisioning server address from the PNP server.
The phone broadcast the PNP subscribe message to obtain a provisioning server

address during bootup. To use Plug and play, make sure this feature is enabled.
To configure the PNP via web user interface:

1. Click on Upgrade ->Advanced.

2. Select Enabled from the pull-down list of PNP.

Basic | Advanced

DHCF Active Enabled ~ NOTE
Custom Option
Custom Option(128 ~ 254 1]
i ! @ Spedify the DHCP Option that
Custom Option Type 0 you want to use for
@ provisioning. Refer to Auto
DRaP EziEn &0 [ 1] Provision Manual for cietals

Pronioring S e sbout rovsenna
User Name ] 9 AES Key

It is provided by ISP
Passwcrd o P

Click this button to auto
EEIE S, 0 provision immediately
MAC-Oriented AES Key 9 Click this button to auto

prowision immediately.

Zero Touch

Export; Import

ConfigExport the

| configuraion files to backup
the settings, and could import

4l the settings after reset,

Wait Time(seconds)

PP

Check New Config

System Log
Ao Prvision Now There are twa methods to
export the system log, Local

Impoart: { Export Config 0 or Server,

Export System Log

Log Level

Make Trace [ stat | | | | Eqot | (2]

3.  Click Confirm to accept the change.

Any PNP server activated in the network responses with a SIP NOTIFY message and an
address of the provisioning server contained in the message body. The phone can then

connect to the provisioning server and performs the provisioning process.

— wireshark

ata

Reouast : SUBSCRIBE 51p:MACOC15852a3d1a04ntern, TPPhona, com
: 202 accaptes on
i tE

200 v
£ RETETER £1p:10.2.1.208
200 06 G BinGings) B

L)
2,9.46), D3T: 1029106 (10.2.9.108)
D, brt Port: sds (3058)

ToASOUL TEETaTdLaR10. 3. 9. 106 1 7050 SIP/ZT

T FTRRCTOTTES T ATHRIT, TY TR TS0E
[Resent Fackens #3lse]
Message neader

& Ta: <s1piMACOD
1-10: 24:

CK. EYE, CANCEL, CPTIONS, NOTIFY, BEGISTER, SUBSCRIBE, MEFER, PUELISH, LPDATE, MESSAGE

Tews e, 180 byias Fabite § Dol @ Busi 0 Pl Dty
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DHCP Options

Yealink IP phones support obtaining the provisioning server address from DHCP options.
You can configure the phone to obtain a provisioning server address from a custom
DHCP option, or the phone will automatically detect the Option 66 or Option 43. The
Option 66 is used to identify the TFTP server.

To obtain a provisioning server by a custom DHCP option, make sure that the DHCP
option is set properly.

To configure the DHCP option via web user interface:

1. Click on Upgrade ->Advanced.
Select Enabled from the pull-down list of DHCP Active.
Enter the value in the Custom Option (128~254) field.

Call A

Select the desired type from the pull-down list of Custom Option Type.

Basic | Advanced

DHCP Active Enabled v &} NOTE

Custom Option
Custorn Option(128 ~ 254 130
R ) e Specify the DHCP Option that

Custom Option Type: String v @ YOU want to use for
) provisioning. Refer to Auto
P Oife D Provision Manual for details
Provisioning Server (7] about provisioning.
User Mame (7] AES Key
1t is provided by ISP
Password e
Click this button to auto
(e (125 1 0 provision immediately
MAC-Oriented AES Key esssesns (7] Click this button to auta
provision immediately.
zero Touch Enabled v @
Export/Import
wait Time(secands) s 7] (Ot i S e
PP Enabled v @ configuraion files to backup
the settings, and could impaort.
Check Mew Canfig Power on - e all the settings after reset.
L System Log
Auta Provision Mo AUt provision 0 There are two methods to
export the system log, Local
Import / Export Config B - Q oF Server.
Import Export
Export System Log Local v 0
Export
Log Level 3 v
Make Trace Start Expart (7]
Confirm Cancel

5. Click Confirm to accept the change.

A valid Custom Option is from 128 to 254. The Custom Option Type must be in accordance
with the one defined in the DHCP server.

Phone Flash

Yealink IP phones support obtaining a provisioning server address from the phone flash.

To obtain a provisioning server address by reading the phone flash, make sure the
configuration is set properly.
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To configure the Phone Flash via web user interface:

1. Click on Upgrade ->Advanced.

2.  Enter the URL, username and password of the provisioning server in the
Provisioning Server, User Name and Password fields (the authentication username
and password is optional).

3. Select Power on from the pull-down list of Check New Config.

Basic | Advanced

DHCP Active Enabled 3 =i NOTE

Custom Option
Custom Option{128 ~ 254 130
pregd ) e Sperify the DHCP Option that

Custom Option Type Siring v @ you want to use for
5 o provisioning, Refer to Auto
BHEP CEiEm ED Pravision Manual for details
Provisioning Server tfin:/{152.168.1.100 (7] about provisioning.
User Name ladmin [7] AES Key
It is provided by ISP,
Password sesssane Q
B Click this button to auto
G AES e e provision immediately
i MAC-Oriented AES Key (7] Click this button to auto
i provision immediately.
Zero Touch Disabled @
Export/ Import
Wait Time(seconds) 5 (7] ConfigExport the
PHP Enabled v @ configuraion files ta backup
the settings, and could import
Check New Canfig Power an v @ | all the settings after reset.
System Log
Auta Pravision Naw Auta provision 0 There are two methods to
export the system Iog, Local
Impart / Export Config 0 or Server.
Import Export
Export System Log Lacal v o
Export
Log Level 3 v
Make Trace Start Export 0
Confirm Cancel

4. Click Confirm to accept the change.

If the configuration files have been AES encrypted, the AES Keys will be needed. The
Common AES Key is for decrypting the Common CFG file. The MAC-Oriented AES Key is
for decrypting the MAC-Oriented CFG file. The keys must be 16 bytes and the
supported characters are: 0 ~ 9, A ~ Z, a ~ z and the following special characters are
also supported: #$% * +,-.:=?@[] ~ _{} ~.

Reboot the phone after the above configurations. During bootup, the phone will connect
to the provisioning server, using the authentication user name and password filled in the
User Name and Password fields. If the phone fails to get any information from the phone
flash, the current round of auto provisioning process will stop.
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Downloading and Verifying Configurations

Downloading Configuration Files

Once obtained a provisioning server address from one of the ways introduced above,
the phone will connect to the provisioning server and download the configuration files.
During the provisioning process, the phone will try to download the Common CFG file
firstly, and then try to download the MAC-Oriented CFG file from the root directory of
the provisioning server. If resource files need to be updated and the access URL has
been specified in the configuration files. The phone will then try to download and
update the resource files.

Verifying Configurations

After auto provisioning, the phone boots up. You can then verify the update via phone
user interface, or you can verify it via web user interface of the phone. For more

information, refer to the user guide of the Yealink IP phones.

During the auto provisioning process, you can monitor the downloading request and
response message by a WinPcap tool.

If the MD5 value of the CFG file is different from that of the last one, the phone updates the
configuration and then reboots. Otherwise, the phone gives up update and doesn’t reboot.

Example1: Yealink IP phone downloads configuration files from the TFTP server.

[ Realtek 10/100/1000 Ethernet NIC (Nicrosoft”s Packet Scheduler) : Capturing - Wireshark
Bile Biit Yiew Go Coptwre Analyze Statistics Telepheny Iools lielp

SEed EEXEE A++»aTL/OE QA E#EBX B

Filtar: [beetp|InEtplIftp v Egrassion.. Cle Aply
[ Tine - Sewres Bestination FProtsesl | Info

194 46,954819 0. 10.2.11.126 TETP  Read Request, File: y000000000000.cFG\00D, Transfer type: octeth000
199 48,971859 0. 10.2.11.119 TFTP  Data Packet, Block: 1
200 46. 981030 0. 10.2:111126 TETR  acknowledgement, Black: 1
201 46.982020 0. 10.2.11.119 TFTP  Data Packet, Block: 2
202 46.983900 0. 10.2.11.126 T Acknowl edgement, Block: 2

46.984250 0! 10.2:.11:110 TETP  Data Packet, Block:
204 46.986221 0. 10.2:11.126 TFTR  Acknowledgement, Black: 3
205 46, 986388 10.2.11 10.2.11.119 TFTP  Data Packer, Block:
205 46, 989806 10.2.12.11 10.2.11.126 TETP  acknowledgement, Block: 4
207 46.850045 10.2.31:1 10.2111110 TFTP  Data packer, BI
208 46.991977 10.2.11.11 10.2.11.126 TFTP  Acknowledgement, Black: 5
209 46.992153 10.2.11.1 10.2.11.119 T vata Packet, Bloch
210 46.993832 10.2.11 10.2:11:126 TFTR cknowledgement, siock: 6

46.504354 10.2.11.1 10.2:11.119 TFTP  Data Packet, Block: 7
212 46.996015 10.2.22.119 10.2.11.126 TFTP  Acknowledgement, Black: 7
215 46.996245 10.2.12.126 10.2.11.119 TFTP  Data Packer, Bl
214 47.000510 10.2.31:110 10.2:1111%6 TFTP  acknowledgenent, siack: 8

5 47.000704 10.2.11.126 10.2.11.119 TFTP  Data Packet, Block: 9

216 47.003985 10.2.11 10.2.11.126 TFTP  Acknowledgement, Block:
17 47.004130 10.2.11:126 10.2111110 TETe  bata packer, slock: 10 cw-n)
218 47.005570 10.2.11.119 10.2.11.126 TETP  Acknowledgement, Blo
244 54,444367 10.2.12.119 10.2.11.126 TETE  head heautsts File) OviSeSIILESe, cFo\0, Transter type: octerao
245 54.482711 10.2.12.126 10.2.11.219 TFTP Error Code, Code: Agcess wiolation, Message; Could not open Feauested 112 for reaing\i v

% Frame 415 (345 bytes on wire, 345 bytes captured)
& Ethernet 11, Src: 6ci50:4d:40:da:ad (6c:50:4d:40:dazad), Dst: xiamenve_11:18:5c (00:15:65:11:18:5¢)
% Internet Protocol, src: 10.2.11.254 (10.2.11.254), Dst: 10.2.11.244 (10.2.11.244)
% User Datagram Protecal, Src Port: bootps (67), DSt Part: bootpe (68)
& Bootstrap Protocal
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: 6
Hops: 0
Transaction 10 Oxbccl0503
seconds_elapsed:
@ Bootp Flags: 0x0000 (Unicast)
Clent 1p address: 0.0.0.0 (0.
Your (client) 1P address: 10.2. 11 244 (10 2.11.244)
Next server I address: 0.0.0.0 (0.0.0.0
kelay agent 16 address: 0.0.0.0 (0.0 a.o
Clent MAC address: xiamenve_11:18:5c (00:15:65:11:18:5¢)
Client hardware address padding: 00000000000000000000
server host name not given
oot file name not given @

IO Realt ek 10/100/1000 Ethernet KIC -~ | Packets 5334 Displayed: 128 Hurked: 0 Frofile: Default
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Example 2: Yealink IP phone downloads the configuration files from the FTP server.

Ltek 10/100/100

Ethernet NIC

Bile Béit Yiew Go Cptwe faadyze Statisties Toleghony Ieols Help
Seded BEEXZTL A+ Ti BE QQAnm BmEx &
Filter E1p][06tp | Ity ibooty v Igremiea. Cle Apply
¥ Tim Sowree Bestination Frotorsl  Infs 8
151 34. 500098 10.2.11.126 1P Response: 220 3Com 3COaemon FTP Server version 2.0
153 34.507326 10.2.11:115 F1P USER 1Ff
1354 34.509003 10.2.11:126 F1p 331 user name ok, need password
155 34.513482 10.2.11:115 1P : PASS 111111
156 34.515044 10.2:11:126 F1P Response: 230 User logged 1n
157 34.523305 10.2:11:115 1P 1
1358 34.524405 10.2.11:126 1P Type set to I.
59 340520402 ST 6 FTe
60 2L 12.12.115 FT Enterdng passive mode (10,2,11,126,5,189)
64 .21 6 F1P ¥000000000000. <fg
65 .20 1211115 F1P 13
56 G2 .2.11.126 AL yoowwwom q
6 .2.11 1211115 1P 5 Using existing data connect
77 5 TP Closing data connection; A ey
88 6 TP
59 11.115 service closing control connection
11,115 3Com 3CDagmon FTP Server Version 2.0
28 10.2.11.126 1P A
219 10.2:111115 F1P 1 user name ok, need password
22 10.2.11.126 TP Request: PASS 11111:
221 10.2:12:115 FTP Response: 230 User 'Iogged in
222 10.2.11.126 TP Request: TYPE
223 10.2.11.115 1P Response: 300 Type set To 1.
224 10.2.11.126 1P Request: PASV
25 0.2.11.115 TP Response: 227 Entering pissiv! mode (10,2,11,126,5,193)
29 F1p Request: SIZE 00156511185¢.
30 F1P Response: 213 Error accessin fﬂe
31 .2.11. FTP equest: RETR 00156511185c. c
32 TP Response: 530 11a unavallable
45 2k TP Response: 220 3Com 3cDaemon FTP Server version 2.0
47 .2.21. F1e Request: USER 17T
43 1211 TP Response: 331 User name ok, need password
49 FTP Request: PASS 111111
50 0.2.11.11 1P Response: 230 User Togged 1n
51 0.2.11.12 F1P Request: TYP
52 20.2.11.11 F1P Response 700 Type set to 1.
53 10.2.11.126 1P ST: PASV
54 SRRl 10.2.11.115 FTi IESPDHSE. 227 Entering passive mode (10,2,11,126,5,1%4)
10.2.11:115 10.2.11.126 TP Request: SIZE 00156511185¢.cfg
10.2.11.126 i3 1P Response: 213 Error accessing file
I w—mmmspf
10.2.11.126 10.2.11.115 G Response: 550 F1le unavallable ¥

Example 3: Yealink IP phone downloads the configuration files from the HTTP server.

tek 10/100/1000 Ethernct BIC

Bdit Yier Go Cupture hmalyze Statistics T

Seaw mEXZE

phony fools Help

“esaTFi(EEQaan EaBD8 % B

® Frame 4025 (523 bytes on wire, 523 bytes captured)

il [huip v Egresion . Cle Joply
W . Tiee < Destination FProtecal  Infe
240 6.882104 10.2.11.126 10.2.11.244 WTTE PoST /cqiobin/ConfigManspo. con WITE/11  Cappdcation/xumm-Form-ur encoded)
321 8. 003114 10.2.11.126 10.2.12.244 HITP  GET i il 10-0. 8358257513087566 HTTP/L.1
506 10.693593 10.2.11.244 10.2.11:126 HTTR  GET /000000000000, cfg HTTP/L 1
513 10,721055 10.2.11.126 10.2.11.244 HTTP  HTTP, 00 OK_ (application/octet-stream)
832 15.256265 .2.11.24 10.2.12.126 HTTP GET /nm.ssn.uasc,cfg HITR/L.1
836 15. 261856 10.2.11. 231 P HTTR/L.1 404 Not Found (text/htm])
3271 61.877302 10.2.11.244 HTTP  GET jcgi u../cwlmawp SoNTId-TRatax-Les1d-0. 3303627115025837 TP/
3325 71.8735%4 10.2.11.244 HITP  GET /cgi=bin/ConfigManapp. com?Ids7&a]axe14s1dn0.5: 62705095 HrTe/L 1
3392 81.867954 10.2.31.244 HTTP  GET /cgi d-0. HTTP/L.1
3416 86.440448 MITP  GET /Cqi-bin/ConfigManipp. com?Idsl WITR/L.1
3424 86.489121 2001i811126.59 HTTP  pOST /:Ileckjutcham php HTTP/L.1
3426 86. 534643 0.1 59 10.2.11.126 HTTRAML HTTP,
1 85.987334 HTTP  GET /ﬂps/umwﬂﬂu HITR/L.1
7 87.016789 HTTR/ XML F’/J.-l
87.099539 HITP  GET /psb?, 224344, ZxKertaL17a7jzvTal
87. 238033 HITP. mw{ 1200 Ok (OPEG JFIF image)
7. 336851 HTTR  GET 2243dd/*raLnavyweo]
ui.usui HTTP mr 2un Ok _(IPES IFIF. 1man=]
88. 562540 HITP  GET /iS/common.]s72127787626 WTTE
88.754752 HTTP  KTTR/L1 200 ok (appHcaﬂnn/x javas<r1pr()
92.026186 I o A SO o TR
94.901678 e GEr /CHen m.zou?sms g1F HITR/LL
. 954821 HTTP To/11 200 OF - CoIFBo
3610 100.038608 AL e em /e R 201200173025, swF WITR/LL
3647 100274677 HITP  HTTR/L.1 s {ca oo s hocknve=flash
3663 103. 06371 10.2.12.126 HTTP  GET /ycwwouuww <ro KT
3665 103068769 10.2.11.244 HITR e e
3677 103.961308 HITP  GET /nm.sasnmsc.cfg HTTP/L.1
681 103.965999 MR HTTR, (rext /htm1)
3693 105.3874%0 HTTP  GET /c11em/m:wzaszcsmm4awuges:ssﬁafnus.g\ﬁ HTTR/L.1
3704 105.454 79 HITP  WTTR/L.1 200 OK_ (GIFS9a.
3736 110. 533263 HTTP  GET /ci{enc/de1767haa0z 3265406  cocTz 3U3UMIOLE, SuF HTTPL L
3 0. HTTP  HTTP, OK__(application/x-shockwave-f1as
3786 115939708 HTTP  GET /cHemﬁe;ﬁsaaanaslfmnfdd:sdcnsdm.us gif HTTR/L1
3798 116.023309 HTTP  HTTP/L.1 200 OK  (GIF89a)
3836 121.112817 HTTe  GET /cifenc/26530hfseded TesslafdTclefcdIbdnnens. suf HTTPAL L
3859 121.303246 HTTP  HTTP/L.1 200 0K (application/x-shockwave-Flash)
e HE S e o b ot Wi 9
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Troubleshooting

This chapter provides general troubleshooting information to help you solve the

problems you might encounter when deploying the phones.

If you require additional information or assistance with the deployment, contact your

system administrator.

Why does the phone fail to download the configuration file?

e Ensure that the Auto Provisioning feature is enabled.
e Check that the provisioning server or the network is reachable.
e Check that authentication credentials configured on the phone are correct.

e Ensure that the configuration file exists on the provisioning server.

Why does the provisioning server return a HTTP 404?

e Check that the provisioning server is properly set up.
e Revisit the path configuration (URL rewriting, port).

e Ensure that the requested file exists on the provisioning server.

Why does the phone display "Network Unavailable"?

e Ensure that the Ethernet cable is plugged into the Internet port on the phone and

the ethernet cable is not loose.
e Ensure that the switch or hub in your network is operational.
e Check the configuration of network is properly set in the configuration files.

e Contact your system administrator for more information.

Why does the permission denied when uploading files to a FTP server?

e Ensure that the root directory of the FTP server contains the full directory path.

e On the provisioning server, check the file permissions, if necessary, change the file

permission.

e Contact your system administrator for more information.

Why does not the phone obtain the IP address from DHCP server?

e Ensure that your settings are right on the DHCP Server.
e Ensure your phone is configured to obtain the IP address via DHCP server.

e Contact your system administrator for more information.
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Why does not the phone download the ringtone?

e Make sure that the ringtone file’s type is .wav format.

e Make sure that the size of the ringtone file is no larger than the phone support.
e Check the ringtone’s properties are all right for the phone.

e Ensure the network is available and the root directory is right for downloading.

e Ensure that the ringtone file exists on the provisioning server.

Why does not the phone apply the configurations?

e Ensure the configuration files are different from the last ones.
e Ensure the phone have downloaded the configuration files.
e Ensure the parameters are correctly set in the configuration files.

e Contact your system administrator for more information.
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Glossary

MAC Address: A Media Access Control address (MAC address) is a unique identifier
assigned to network interfaces for communications on the physical network segment.

MD5: The MD5 Message-Digest Algorithm is a widely used cryptographic hash function
that produces a 128-bit (16-byte) hash value.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network configuration protocol
for hosts on Internet Protocol (IP) networks. Computers that are connected to IP networks
must be configured before they can communicate with other hosts.

FTP: File Transfer Protocol (FTP) is a standard network protocol used to transfer files from
one host to another host over a TCP-based network, such as the Internet. It is often used
to upload web pages and other documents from a private development machine to a
public web-hosting server.

HTTP: The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed,
collaborative, hypermedia information systems. HTTP is the foundation of data
communication for the World Wide Web.

HTTPS: Hypertext Transfer Protocol Secure (HTTPS) is a combination of Hypertext
Transfer Protocol (HTTP) with SSL/TLS protocol. It provides encrypted communication

and secure identification of a network web server.

TFTP: Trivial File Transfer Protocol (TFTP) is a simple protocol to transfer files. It has been
implemented on top of the User Datagram Protocol (UDP) using port number 69.

AES: Advanced Encryption Standard (AES) is a specification for the encryption of
electronic data.

URL: A uniform resource locator or universal resource locator (URL) is a specific
character string that constitutes a reference to an Internet resource.

XML: Extensible Markup Language (XML) is a markup language that defines a set of
rules for encoding documents in a format that is both human-readable and
machine-readable.
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Appendix

Configuring a FTP Server

This chapter shows you how to configure a FTP server using 3CDaemon and how to

configure a HTTP server using HFS tool. You can download the 3CDaemon software at:

http://www.oldversion.com/3Com-Daemon.html and HFS at:

http://www.snapfiles.com/get/hfs.html

Preparing a Root Directory

To prepare a root directory:

1.

2
3.
4

Create a root FTP directory on the local computer.

Place the configuration files to this root directory.

Set the security permissions for the FTP directory folder.

You need to define a user or group name, and set the permissions: read, write, and

modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

General | Sharing | Security | Customize

Group or user names:
m Administrators (VANS TD80\Administrators)
€7 CREATOR OWNER

For special permissions or for advanced settings,
click Advanced.

m Everyone
€ Hil, James (iahill@my servername.com]
€7 SYSTEM v
< >
[ Add... ] [ Bemove ]
Permissions for Everyone ( Allow '\ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Wiite O
Crmmial Davmminmimemn M

Advanced

[ ok ][ cance |[ appb

]
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Configuring a FTP server

If you have a 3CDaemon application installed on your computer, open it now, or

otherwise, download and install it.
To configure a FTP server:

1. Double click the 3CDaemon.exe to start the application.
2.  Click the FTP Server button on the left of the main page.

A screenshot is shown as below:

& 3CDaemon oo

[ File View Help

| TFIP Server Start Time [ Peer [ Bytes [ status
Mar 13, 2012 14:2634 local 0 Listening for FIP requests on IP address: 192.168.147.1, Port 21
Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on IP address: 192.168.172.1, Port 21
Mar 13, 2012 14:2634 local 0 Listening for FTP requests on IP address: 10.2.11.101, Port 21

TFTE CLisat
For Help, press F1 NUM

3. Select Configure FTP Server.

button to locate the FTP root directory on the computer:

[= CIEX |

T Rt AT TR
e ——— =

e e | IPTE Confiquration |
FF Frofiles | o Tt |

User Info
anommous 7

Erofile
Set/Change user’s password

ClDelets Files
Coverwrite files _ Seve Profila |
Dfensns files ~ ete Highlighted Prof

tion inte the form them press

For Halp, press FI

5. Enter the new authentication username in the Profile filed.

6.  Click the Set/Change user’s password button to set the password in the pop-up
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dialogue box.
7. Click the OK button to save.

8. Mark the check boxes of Login, Download and Upload to make sure the FTP user
has the login, download and upload permission.

3CDaemon

== =
\ File View Help
,,,,, Start Time [ Peer [ Bytes [ status

Mar 13,2012 142634 local 0 Listening for FTP requests on IP address: 192168.147.1, Port 21
Mar 13,2012 142634 local 0 Listening for FTP requests on IP address: 1921681721, Port 21

Mar 13,2012 14:26:34 local 0 Listening for FTP requests on IP address: 10211101, Port 21

3CDaemon Configuration =
) | i |
| Syalog Configuation |
[
Set/Change user’ s password [ Set/Change User Password =)

- =

Repeat to

Seve Frofile |
~ ste Highlighted Frof

For Help, press FL

9. Click the Save Profile button to save the settings and finish the configurations.

E - [B]x ]

T Start Tims [Foer [ oytes | States

War 01, 2012 10:24:00 Local 0 Listening for FIF requests on IF address: 192 165, 133.1, Fart 21
FTF Server Mar 01, 2012 10:24:01 local 0 Listening for FTF requests on TP address: 132.188.186.1, Pert 21
Mar 01, 2012 10:24:00 Local 0 Listening for FIF requests on IP address: 10.2.11.128, Port 21

3CDaemon Configuration ®
General Configuration | TFTP Configuration |
FTE Frefiles Syslog Configuration |
User Info
Profile i
(" Sat/Changs nser 5 pazsord |
Thrse [£: \hutophhute Erovision Ma
This user con ~
MLozin
[H Dol oad
M Upload

ODelete Files
Renane files
= st Highlighted Frof

o add  profils: Enter th mew infermation into the forn then press
"Save Profile”

Lo edit a profile; Highlight the profils, make yow changss, then press

THE il

Syslog Server
TFIF Client

For Help, press Fi

10. Click the Confirm button to finish configuring the FTP server.

The server URL “ftp://username:password@IP/” (Here “IP” means the IP address of
the provisioning server, “username” and “password” are the authentication for FTP

download. For example, “ftp://admin:123456@192.168.1.100/") is capable of FTP
download.
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Configuring a HTTP Server

Preparing a Root Directory

To prepare a root directory:

1. Create a root HTTP directory on the local computer.

2. Place the configuration files to this root directory.

3. Set the security permissions for the HTTP directory folder.
4

You need to define a user or group name and set the permissions: read, write, and

modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names:

m Administrators (VANS TD80\Administrators) A
€7 CREATOR OWNER
m Everyone
€ Hil, James (izhill@my servername.com]
€7 SYSTEM v
< >
[ Add... ] [ Remove ]
Permissions for Everyone Allow Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O 3
Cmmmial I Damvmminmimenn

For special permissions or for advanced settings,
click Advanced. adtanced

[ 0K ][ Cancel ][ Apply ]

Configuring a HTTP Server

HFS tool is an executable application, so you don’t need to install it.
To configure a HTTP server:

1. Download the application file to your local directory, double click the hfx.exe.
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The main configuration page is shown as below:

2.

#& HFS ~ HTTP File Server 2.2f Build 155, = | |
& Meru ‘ W Port: 8080 ‘ € You are in Expert mode
&) Openin browser  http:/410.211.101:8080/
Virtual File System Lag
f n 17:23: 24 Check update: no new wversion
WP 1 Filename A Status Speed  Time left %
Connections: 0 Out: 0.0 KBfs In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: 0 items

Click Menu in the main page and select the IP address of the PC from IP address.

#2 HFS ~ HTTP File Server 2.2 Build 155 l =|E J

El Menu || 7 Por 8080 | €& You are in Expett mode
+ Self Test
Edit HTML template...
Other options 4
Upload 4
Start/Exit 4
Virsial|EleSystem ,
Limits 4
»
»
»
3

Lag

17:23:24 Check update: no new version

Flash taskbutton
Fingerprints
Tray icons

Accept connections on

3

N 192.168.147.1
N 192.168.172.1
>

Dynamic DNS updater
URL encoding
Updates
¥ Donate! Custom...
Don't include port in URL

~/ Load file system...  Ctrl+O Find external address

H save file system... Ctrl+5S

Constantly search for better address
XK Clear file system

Save options 4

Help 4
Web links 4
Uninstall HFS

i About...

Filename: j,' Status Speed  Time left %

& Switch OFF F4 il
Exit

Connections: 0 Qut: 0.0 KBfs In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: O items !I
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The default HTTP port is 8080. You can also reset the HTTP port (make sure the port isn’t
used before you reset).

8 HFS ~ HTTP File Server 2.2 Build 155 SRR

& Menu ‘ 17 Port: 8080 | € You are in Expert mode
& Openinbrowser  hitp:/710.2.171.101:8080/

_~ittual File Sustem Log
X Port &J 7:23:24 Check update: no new version

Spedfy a port to accept connection,

or leave empty to decide automatically.

8083]

Cancel
I
91 P ) Filename i) Status Speed  Time left %

Connections: 0 Qut: 0.0 KBfs In: 0.0 KBfs Total Qut: 0 B Total In: 0 B VFS: 0 items

3. Rightclick the , icon on the left of the main page, select Add folder from disk to
add the HTTP Server root directory.

#3 HFS ~ HTTP File Server 2.2f Build 155 == iR~
& Menu | & Pot; 8083 | €& vou are in Expert mode

= Open in browser  http://10.2.11.101:2088/

Wirtual File Sustemn Lag
]

" Toma—nd—S ol update: no new version
Add file:

ar from
Mew empty folder Ins
@ New link

Adhvanced 4

| Copy URL address Ctrl+C
@ Browse it F9
Comment...
Bind root to real-folder

7 Set userfpass..

8 Restrict access 4
Customnized realm...

v Browsable

v Archivable

2t Why is upload disabled?

Hide tree
Auto-hide empty folders
Hide file extention in listing

ame jIJ Status Speed Time left b4

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B WFS: 551 iterns - not savec
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4. Locate the root directory from the computer system. Select the kind of folder which

you

want.

Y
o

L Tom

Wirtual File Spstem

#8 HFS ~ HTTP File Senver 2.2f
& Menu | 7 Pon: 9088 ‘ @ vou are in Expert mode

= Open in browser [hitp://10.2.11.701:8088/

Log

17:23:24 Check update: no new version

What kind of falder do you want?

555

A real folder is faster, good for big folders

) Mirtual folder A, wirtual folder is easier, good for small folders

) Mot sure?

@ Hint most time pou need real folders!

WP

™ Filename

i Status

Build 155

Speed Time left

Connections: 0 Out: 0.0 KBfs In: 0.0 KB/s Total Qut: 0 B Total In: 0 B V/FS: 550 items - not savec

5. Check the server URL “http:// IP:Port/” in the “Open in browser” address bar (For
example, the server URL "http:// 10.2.11.101:8088/" is showed on the screenshot) .
We recommend that you can fill the server URL in the address bar of the web
browser and then press <Enter> key to check the HTTP server before provisioning.

Yealink IP phones also support the Hypertext Transfer Protocol with SSL/TLS (HTTPS)
protocol for auto provisioning. HTTPS protocol provides the encrypted communication and
secure identification. For more information about installing and configuring an Apache
HTTPS Server, refer to the network resource.

Configuring a DHCP server

This section shows you how to configure a DHCP server for windows using DHCP Turbo.

You can down this software from website at: http://www.tucows.com/preview/265297

and install it following the setup wizard.

Before configuring the DHCP Turbo, make sure that:

° The firewall on the PC is disabled.

e  There is no DHCP server in your local system.

To configure the DHCP Turbo:

1.  To start the DHCP Turbo application, double click the localhost.
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2.  Click the Login button (the login password is blank) to log in.

%2 DHCP Turbo on localhost =@ = |

File Edit View Bindings Tools Help
IR L IR
Servers _ Server
=B Localhost

Fame [

Deseription |

Flatform |

r
& Login |9 [

FPaszword: | Cancel

— DHCP Turbo

q Versiom|

Max bindings |

Features |

Build [

Ready.

3. You can then edit the existed DHCP server, or you can right click the localhost and

select “New Server” to add a new DHCP server.

% DHCP Turbo on localhost - (=@ = ]

File Edit View Bindings Tools Help

LR LTY RIS

Servers

(= [HLocalhost
(DDatabase

29 Exclusions
[EjHaned Policies
Shoption Types

- Server

@ Fame [TLOOGE

Description |

Flatform |¥indows NT 6.1

Pz eopes
€5 New Server [ ===
IN
Hame b
[¥eslink
-
~ DHCP Turbo

5] Version (3.0

Max bindings |50

Featwres Basic Edition

Build [1307
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4.
5,

Right click the Scopes and select New Scope.

Configure the DHCP server name, the DHCP IP range and the subnet mask.

&3 DHCP Turbo on localhost (modified)

File Edit View Bindings Tools Help

EICIEEA YL L EIEX

»

@ Global
~Eh0ption Types

Servers
= Hlocalhost.
~(DDatabaze 1 (R
- New Scope
¥ Exclusions 2 L [s
- [ ¥amed Folicies — Seope - [ Address Kange

Start address

192. 168, 10.10

End address

I =-@¥Seopes

[DHCEServer 192. 168, 10. 100

Description Subnet mazk

T | =
- Lease ~ Ssguent

I~ Unlimited [V Local

Days Hours Minutes Relay agent

6. You can add a custom option via DHCP Turbo. Click Option Type, right click and
select the New Option Type on the right of the main page.

%3 DHCP Turbo on localhost (modified)

:Elg

File Edit View Bindings Tools Help

EEEEL Y RIS

Servers

- @ 1ocalhost

Filter [Standard Options

(DDatabase

[option

~ 381 Exclusiens

Faned Policies

E-EYScopes
EYIHCPSexver

Description

Magic cockie
Home directory

Hardware address length
Boot fils

Pad

Subnet mask

Time offzet
Gateways

Time servers
IEHLIG name servers
Domain name servers
Log servers
Cookie/Guote servers
LFR servers
Inpress servers
ELP servers
Hostnane

Boot file size
Merit dunp file
Domzin name

Swap servers

Root path
Extensions path

IF forwarding

Hon-lecal sowrce routing

k.E New Option Type.

Crl+v

€y Undo
€ Redo

Crl+Z
Cirl+¥

» cut

0y Copy
Wl pacee
. Delete

Cirl+X
Cirl+C
Ctrl+V
Del

Select All

Ctrl+A

& Eind

Crl+F

4R Properties...

Cirl+p

Specifies a device' s hardware address iype
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7.  Set the custom DHCP option (custom DHCP option tag number ranges from 128 to
254) and select the option type (Yealink support the String and IP Address option
type only). Click the OK button to finish setting the option properties. Click @ to

save the change.

2, DHCP Turbo on localhost (modified) =8| %
File Edit View Bindings Tools Help
BRI Y RIS
s
Ot v Filter |Standard Optiens =
- [@1oealhost
w(DDatabase Tag |Uy(wn =
~39MH Exclusions r . - > N
[ Haned Polisies Option Properties g
Ehdption Types
S Bcopes Tee |18 =
- (@ DHPServer Fane [TFTFServer
Type [Bbit -
string
time
bool
hardvare_address
subsncodad
dns_nane
L —
Svap servers
Eoot path
Extenzions path
P fornarding
Womlocal sowrcs routing o
Dezcription
Specifies a device' s hardnare address type
Y |

8. Click Named Policies-->Global, right click and select New Option on the left of the

main page.

| = DHCP Turbo on lo

Ele Edit View Bindings Iools Help

|a g|r2mRx oo glw
Servers T T o= —
= 1ocalhost

(D Datsbaze

BSHH Exclusions
=+ ) Famed Policies New Option... Ctrl+V
T ¥y Undo ks Cirl+Z

Eh0ption Types

& Psconer € Redo Crl+Y
(Y THCFS erver Jcut Ctrl+X
Oy copy Cirl+C
Wl paste Ctrl+V
[E] Delete Del
Select All Cirl+A

Find... Cirl+F

R properties..  Cirl+P

.« ol

Add a new option to this policy ﬂ
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9. Scroll down and double click the custom option 128.

4 DHCP Turbo on localhost (modified) (=@ =
Fle Edit View Bindings Tools Help
@ g|reamR x5 GN
[Seerer VA T lx Lya
I ETocalhost Option Selector [ ==
L-(Datsbase
- M Exclusions Filter |stendard Options k2|
= [ Hamed Policies
i @clobal |Tee [rone | El
: &4 T scope
- Bhlption Trpes . gE]48 ¥ Window system Font serwers
E-@Scms A543 ¥ Window system display managers
- G IHCPServer i DHCP address lease time
gHse THCE remewal time
o DHCE rebinding time
g5lea ISt domeain
- ¢2es IS+ servers
=88 Mobils IF home agent
¥E SHIP servers
=70 POP3 servers
faAT1 WP servers
e L W servers
g=73 Finger servars
274 IEC servers
=TS Stresttalk servers
-5 TE Streettalk DA servers
=77 Vser clasz
120 SIP Server
Cablelabs Cliely Configuration
Deseription §|
< R e

10. Fill the provisioning server address in the input field.
11. Click the OK button to finish setting a custom option.
12. Click &F tosave the change.

File Edit View Bindings Tools Help

—————

@ &#a *r2mRE % 250G W

Bamam 7 Taz | wane Value
= H1ocalhost
{(PDatabase
i Exclusions
Y Hamed Folicies
P @6lebal - 5 -
- Ehption Types TFTPServer g
B Escopes
- @rserver [t£tp: /4192, 1868, 1. 100/]
I” Expressien %
Build. .
i3 | Cancel | Advanced >>|
Y
|
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You can add the option 66 via DHCP Turbo. The following figures show the detailed
processes.

1. Click Named Policies-->Global, right click and select New Option on the left of the
main page.

£ DHCP Turbo on localhost

[ - l :-Elgl

File Edit View Bindings Tools Help

L
|a a *ram B % oo G

x?

Servers ITag i |me Value
E-@locslhost =178 TETPServer titp.//182 1861, 100/
(DDatabase

~ 381 Exclusions
=~ B Famed Policies

#cLobal
Syoption Types

) QE;::PSEWH ¥) Undo sz
™ Redo Crrl+Y
& o Ctrl+X
B Copy Ctrl+C
& pazte Ctrl+V

B Delete Del
Select Al Curl+A
@ Find.. CulsF
& Properties..  Cirl+P

|

Add a new option to this policy

2. Select the TFTP Options in the Filter field.
3. Scroll down and double click the MS option 6.

#1 DHCP Turbo on localhost (=@ = |
Fle Edit View Bindings Tools Help
IR Y X
Servers Tag ' IName IValue
: ¢=] 12 .
& BWiocdbont Trfenedtam SR
L (Database
i Bxclusions Filter |1F1E Options k|
aned Policies
@ cloba1 Tag [ Fame [
Option Types #2520 Server name
2 @scopes 5 option BT
L TS erver ]
Hext server
-1 Boot file
Deszcription 5
The host mane of a TFIF server the device should use during the second stage of
its boot process. Unlsss you kmow your dsvice requires thiz sption, you should use
option 14 fas IF address) or option —20 (as host mame) to define the TFTP server
I I | 0K Caneel
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4. Fill the provisioning server address in the input field.

| 4 DHCP Turbo on loc:
File Edit View Bindings Tools Help

ALY IR

Bams W e T | Hane Value

- [Elocalhost =128 TFTPServer tftp://192. 1681100/

w((JDatabase
291 Exclusions
(= [ Waned Policies

Global
Ehoption Trpes - ‘
& @Pscopes MS option 66 [ 2 [imom
o DM S erver

[tftp://192. 168, 1. 100/

I™ Expression

Build .
i3 I Cancsl | Advenced >>|

5. Click the OK button to finish setting a custom option.

6. Click &F to save the change.

You also can add the option 44. The following figures show the detailed processes.

1. Click Named Policies-->Global, right click and select New Option on the left of the
main page.

2. Select the Standard Options in the Filter field.

3. Scroll down and double click the option 43.

'!',_:‘ DHCP Turbo on loc:

Flle Edit View Bindings Tools Help

|a/a4/rwmn ﬂjo o8 W

Servers T.
= El1ocalhost [ Option Selector - m
~(PDatabase & — — Ly -
Hi Exclusions Filter [Standard Options -l
= [ Waned Policies
®cLobal [rane I =l
= Fath W aging timeout
hopeien Trpes Fath WTU platean table
Ergliseopes Interface NTU
P DHCPS erver - A1 subnets are local

Broadeast address
Perforn mask discovery
Mask supplier

Perforn router discovery
Router solicitation address
Static romte

Trailer encepsulation

Arp cache timeout

Ethernet encapsulation

TCP default TIL

TCP kespalive interval

TCP keepalive gerbage

HIS domain
HIS servers
HIP servers

Ven pecific info
HET name servers

HET datagram distribution servers LI
Desaription 5

Used by devices and servers te exchange vemdor-specifie information

ot
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4. Fill the provisioning server address in the input field.

e —
3 DHCP Turbo on localhost - e |

Fle Edit View Bindings Tools Help
@ 4 el B X oo G W
Bomom 7 Taz T | Hame Value
- Eloeslhost =128 TFTFServer +F1p1//182 166 1100/
i(Platabase g=-15 WS eption BB tE4p1//192, 166, 1. 100/
$ 29 Exclusions
- [EFaned Policies
i -@alobal
1-Eh0ption Types
B s eapes
. N
Hnerserver Vendor specific info [
[herpr//iiae 1681 100/
[~ Expression b
Build
i3 I Concal | pdvancad 2 |
Ll 2l

5. Click the OK button to finish setting a custom option.
6. Click &F to save the change.
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Customizing a Ringtone Using Cool Edit Pro

If you have installed the Cool Edit application, double click to open it. Otherwise, you
can download the installation package from the website:
http://www.toggle.com/lv/group/view/kl36218/Cool_Edit_Pro.htm and install it.

To customize a ringtone using Coo Edit Pro:

1. Open the Cool Edit Pro application.
2. Click File to open an audio file.

3. Locate the ringtone file, click Open, the file is uploaded as follows.

A sample audio file loaded is shown as below:

Oper L:-22dB @ 019680 | 44100 716k Pterea | 44.52MB | 126 G hee

4. Select and copy the audio waveform.

5. Select File->New to create a new file, set the audio format as PCMU, the channels

as Mono, the sample rate as 8000 and the resolution as 16-bit.

6. Paste the audio waveform to the new file.

EEX

EE%EH\EE%@ 0:00.000

Openedi 1668 @ 003012 000 7166t PMone | 1704K | 125.GB free

7. Select File->Save as to save the new audio file. On the Save waveform page,
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select the file format as A/mu-law wave.

Customizing a Logo File Using PictureExDemo

The original picture format must be .omp or .gif. We recommend placing all files and the
PictureExDemo application to the root directory of the PC.

1. Double click the PictureExDemo.exe.

Deletel |  Convert || About I

2. Click Add button to open a .bmp or .gif file.
You can repeat the second step to add multiple original picture files.

3. Click the Convert button.

5; GifConvertGz —

B 0000

Add Deleteall ||i Convert | About

Then you can find the .dob logo files in the adv directory.
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